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A deep dive into the I-Soon leak



I-Soon (Anxun)
• Founded in 2010

• “APT pentest research department” in 2013

• CEO : Wu Haibo (吴海波)

• HQ in Shanghai
• Chengdu (Sichuan) subsidiary in 2015 – R&D, pentest
• Yunnan subsidiary in 2017 – “regional market work”
• Jiangsu subsidiary in 2020 - “regional market work”

• 72 employees in registration documents
• ~ 100 at the time of the leaks

• “Become a solid national defense reserve force with a strong 
sense of political responsibility and a spirit of high 
responsibility to the Party and the People”



I-Soon (Anxun)

• Certified supplier for the Cyber Security and Defense Bureau of the MPS 
to “provide technologies, tools or equipment”

• Class II secrecy qualification for weapons and equipment research and 
production company

• 59 patents, such as “an intelligent platform and its application in 
assisting criminal investigation”, “special investigative warfare platform”, 
etc.

Source: https://nattothoughts.substack.com



Source: https://web.archive.org/web/20240219105947/http://www.i-soon.net/pc_partner.html

1. 中华⼈⺠共和国公安部 - Ministry of Public Security of the People's Republic of China
2. 北京市公安局 - Beijing Municipal Public Security Bureau
3. ⼴东省公安厅 - Guangdong Provincial Public Security Department
4. 江苏省公安厅 - Jiangsu Provincial Public Security Department
5. 河南省公安厅 - Henan Provincial Public Security Department
6. 重庆市公安局 - Chongqing Municipal Public Security Bureau
7. 内蒙古⾃治区公安厅 - Public Security Department of Inner Mongolia Autonomous Region
8. 宁夏回族⾃治区公安厅 - Public Security Department of Ningxia Hui Autonomous Region
9. ⼴⻄壮族⾃治区公安厅 - Public Security Department of Guangxi Zhuang Autonomous Region
10. 新疆维吾尔⾃治区公安厅 - Public Security Department of Xinjiang Uyghur Autonomous Region
11. ⻄藏⾃治区公安厅 - Public Security Department of Tibet Autonomous Region
12. ⻘海省公安厅 - Qinghai Provincial Public Security Department
13. ⽢肃省公安厅 - Gansu Provincial Public Security Department
14. 陕⻄省公安厅 - Shaanxi Provincial Public Security Department
15. 黑龙江省公安厅 - Heilongjiang Provincial Public Security Department
16. 吉林省公安厅 - Jilin Provincial Public Security Department
17. 辽宁省公安厅 - Liaoning Provincial Public Security Department
18. ⼭东省公安厅 - Shandong Provincial Public Security Department
19. ⼭⻄省公安厅 - Shanxi Provincial Public Security Department
20. 河北省公安厅 - Hebei Provincial Public Security Department
21. 天津市公安局 - Tianjin Municipal Public Security Bureau
22. 上海市公安局 - Shanghai Municipal Public Security Bureau
23. 浙江省公安厅 - Zhejiang Provincial Public Security Department
24. 安徽省公安厅 - Anhui Provincial Public Security Department
25. 福建省公安厅 - Fujian Provincial Public Security Department
26. 江⻄省公安厅 - Jiangxi Provincial Public Security Department
27. 湖南省公安厅 - Hunan Provincial Public Security Department
28. 湖北省公安厅 - Hubei Provincial Public Security Department
29. 四川省公安厅 - Sichuan Provincial Public Security Department
30. 贵州省公安厅 - Guizhou Provincial Public Security Department
31. 云南省公安厅 - Yunnan Provincial Public Security Department
32. 海南省公安厅 - Hainan Provincial Public Security Department



Too many public contracts?



…including Trojan horses?



Is the leak legitimate?

• “I-Soon and Chinese police are investigating how the files were 
leaked, the two I-Soon employees told The Associated Press.”
• Links to previously known APT activities
• Is the data reliable?
• Some key information may be missing
• Possibility of targeted tampering
• Commercial documentation may not be truthful to begin with



What is in the leak?

• Product documentation
• IM chats between employees
• Including screenshots from mobile devices

• Raw hacked data
• Bids for public contracts
• Internal documents (pay scale, etc.)

• No source code :(



Leak origin

• Data uploaded on GitHub on February 16, 2024
• Account: is00n@proton.me
• Another account created earlier, possibly related

• Competitor? Disgruntled employee? Foreign APT?

pub   ed25519 2023-09-25 [SC]
      
421EA93EC291A950BD33ECD504AC29C49FAAC430
uid           isoon@proton.me <isoon@proton.me>
sub   cv25519 2023-09-25 [E]





Overview



RATs

• Windows
• Linux
• Android & iOS (very limited info)

• Features
• Download / execute
• Filesystem management
• Arbitrary command execution
• (Keylogging / screen capture)

• Delivered with training + source code



RATs

• Specs for new malware families 
require more advanced features 
(proxy bypass, AV evasion, etc.)

• Conversations mention difficulties 
sourcing trojans for certain systems
• Cooperation / sharing in the 

ecosystem
• The customer can provide their own 

RAT for a discount(!?)



Automated Penetration Testing Platform

• Ruby framework with “modules” (exploits, “auxiliary”, “encoders”, 
“post”…)
• Attack steps:
• Verify that the system is up (ping
• Scan ports (connect() scan, SYN scan, NULL scan, Idle scan…)
• Attempt exploitation

• Can be manipulated via API, CLI, web interface, etc.
• Integration with OpenVAS, Nessus, Acunetix, Burp Proxy, Core Impact, 

Nexpose…



Automated Penetration Testing Platform

• Automated webapp testing
• Crawling
• Automatic testing of top 10 OWASP vulnerabilities

• Mobile penetration testing
• Online generation of Android payloads
• iOS support advertised without any details

• Social engineering module
• Generation of phishing emails
• Website cloning



Automated Penetration Testing Platform

• Passwords
• Credential verification
• Bruteforcing

• Platform features
• Multi-user with permission system
• Logging of all actions
• Report generation



Automated Penetration Testing Platform

• Assessment: single GUI built on top of existing tools?
• Nmap: same supported scan modes
• Metasploit Pro

• Ruby
• References to meterpreter, LHOST, LPORT…
• “Built-in Metasploit professional version”

• SET (Social Engineering Toolkit): similar features
• Hydra: similar supported protocols

• Assessment: little added value over OSS tools
• Marketed at organizations (i.e., military) where the average employee wouldn’t be 

comfortable with Kali Linux



*Many* data analysis platforms

• Likely built from the 
same engine
• Knowledge management
• Data mining
• Relationship extraction
• Phishing integration

• Variants for each 
“market segment”
• SaaS or on-premise
• Data provided by the 

customer or by I-Soon

Product Input data

Email Analysis Platform Emails, PSTs, etc.

Microsoft Secret Extraction Platform Outlook credentials (automated 
collection + phishing capabilities)

Falcon Anti-Gambling Platform Data obtained from gambling 
websites

Anxun Integrated Data Platform Stolen PII

Anxun Cloud Intelligence Analysis & 
Decision-Making Platform Stolen documents

Xunzong Security Intelligence Platform Data handled by intelligence services

Twitter Public Opinion Guidance and 
Control System

Twitter credentials (automated 
collection + phishing capabilities)

SkyWalker Data Query Platform PII (LEA / domestic use)

Domestic Public Opinion Tracking 
System

OSINT capabilities for local social 
networks





Email analysis platform
• Input: lots of emails

• Automated collection 
feature

• Output:
• Content matching 

keywords, “sensitive 
words”

• Social graph
• Fulltext search

• Knowledge management 
system
• Tagging system

• SaaS or on-premise



Deep learning

• Extraction and classification of email text

• “Relationship network mining”
• Determines the nature of the relation (boss, coworker, friends?)
• Based on who talks to whom, about whom?
• Extracts PII?
• Automated mapping between names and email addresses?

• Creation of a full listing of individuals
• Name, age, gender, nationality, etc.





Microsoft Secret Extraction Platform

• Platform aimed at breaching Outlook accounts
• Automated generation of phishing emails
• Continuous siphoning of the victim’s emails



Phishing methodology



Email collection platform (2020)
• Appears to supersede the Microsoft Secret Extraction Platform (2022)
• Possibly split in separate products for billing reasons

• Supports Outlook, Gmail, POP3 & IMAP. 
• Bypasses 2FA, IP origin verification, etc.
• Identical system for Twitter.





Falcon Anti-Gambling Platform
• Data-analysis/dataviz platform for “gambling data”
• Account names, email addresses, passwords, mobile number, IP address…
• Money flow analysis
• Obtained via hacking? By I-Soon?

• Collaborative platform for investigators / analysts

• After manual review, individual cases are created
• Forwarded to the “business department” to query bank records

(Meanwhile at I-Soon)



Anxun Integrated Data Platform / Anxun Cloud Intelligence 
Analysis & Decision-Making Platform / Xunzong Security 
Intelligence Platform



Practical Training Platform

• Cyber range
• Dynamic environment to simulate “real combat”

• “Based on our company’s years of experience in APT penetration 
attacks”



Individual Soldier Toolbox

• Notebook pre-configured with 
security tools
• Windows-based, but all tools 

gathered in a single GUI



WiFi Proximity Attack System

• Device disguised as a power adapter
• Automatic cracking of surrounding WiFi 

network keys
• Cloud cracking over 5G for WPA/2

• SOCKS proxy into the victim network
• Credentials sniffing on the network 
• Automated hacking of local routers

• Weak passwords based on the brand?
• Remote wiping

• Other product: “WiFi terminal 
positioning equipment”



OPSEC: “Anonymous Anti-Tracing Wall”
• Anonymizing 4-port 100Mb router
• Free 1 year maintenance, then renewal is ~15k€



Scientific Internet Box

• WiFi Router for “scientific” research on foreign and domestic opinion
• Bypasses the Great Firewall of China

• Seems to be derived from the GL-AX1800 router (GL-iNet)
• Routes traffic via “network nodes distributed around the world”
• Servers located in HK (40), then Japan, USA and Singapore (18 each)



Network Traffic Countermeasures System

• DDoS as a Service
• “Active scanning” to acquire 

global traffic capabilities.
• Cluster management
• SYN, TCP, UDP, ACK, GET 

flooding and way more.
• Possibly based on masscan 

or Zmap



Integrated Combat Platform

• Attack infrastructure installation
• Network design

• “Covert” link for attacks
• “Scientific” link for web searches
• Isolated network with one-way link to send stolen files in the intranet

• Operation management dashboard
• User management, implant management (encryption + download logging), etc.
• Review / scoring system for completed tasks, to evaluate performance
• Internal BBS as a “TTP sharing” system

• VPS & VM management
• VPS = C2 servers (“all IP addresses are overseas addresses”)

VMs = Operator machines
• Provisioned from templates (!)

• Sandbox for malware analysis



Integrated Combat Platform / OPSEC

➡ “Access” link ➡ “Combat” linkIntranet

No direct 
internet 
access

External 
network Victims

Anonymized

⬅ “Backhaul” link



DomesWc Public Opinion Tracking System

• Queries registration information on Baidu, Sina, Tianya, etc.
• Phone number, handle, email address, IP history…
• Deanonymization of shared links
• OSINT capabilities?



SkyWalker Data Query Platform

• Another platform, dedicated to PII
• Selectors: name, ID card number, address, etc.
• Reconstructs the target’s online presence
• Source of the data unknown. 
• OSINT? 
• Front-end for the Domestic Public Opinion Tracking System?



Twitter Public Opinion Guidance and Control 
System
• Problem statement: “All around supervision of Twitter requires huge 

resources”
• Objectives:
• Discovery of bad/illegal opinions

• Keyword-based search, at account-level only
• No global monitoring of Twitter

• Document and counteract opinions overseas
• Similar to the Outlook e-mail extraction product
• Phishing
• 2FA & IP check bypass(?)
• Automated extraction of account information (tweets, DMs, etc.)



Twitter Public Opinion Guidance and Control 
System
• Plamorm deployed on overseas VPS
• Ability to forward content into “evidence collecnon lists”
• Manipulanon of stolen accounts to like, RT and post on specific 

content
• Accounts can be grouped and controlled simultaneously for astroturfing
• No mendon of fake account management
• What about stealth?

• The astroturfing feature doesn’t seem well thought-out
• Product created to answer customer requests, without a real vision?



Hints of 0day acquisiWon



Tianfu Cup 0days



Victims
• 71 entities (government, energy, universities, airlines, telcos, …)





Victims (not exhaustive)

• Document: cooperation proposal with Bazhou (Xinjiang) Province Security Bureau
• “Based on our company's APT work for more than ten years, we have controlled various 

types of server permissions and intranet permissions in multiple countries.”
• Pakistan 

• Punjab Anti-Terrorism Center
• Pakistani government postal service
• Punjab Police Postal Service
• Perouz Police Station Post Service
• Zong (mobile operator)

• Afghanistan
• National Security Council intranet
• Postal service
• Southeast Asia Anti-Terrorism Center postal service

• Kyrgyzstan
• Diplomatic Oil Service, National Security Council Oil Service
• Megacom



Victims
• Malaysia

• Ministry of Foreign Affairs and Interior
• Military Network

• Thailand
• Prime Minister’s Office
• Na>onal Intelligence Agency
• Ministries of Finance and Commerce, Digital Economy and Safety, Defense
• Armed Forces Preparatory School & Thai Army HQ, Communica>ons
• Navy & Railway
• Thailand Royal Government Development Agency (“can be used to supply chain”)

• Mongolia
• Ministry of Foreign Affairs and Police
• Mongolia Telecom & Skytel

• Taiwan
• Na>onal Taxa>on Bureau of Taipei
• Ministry of Foreign Affairs



VicWms

• Kazakhstan
• Kcell and Beeline (mobile operators)
• RDP access to “Defense Mail Service”

• India
• Ministries of Foreign & Home Affairs, Defense, Finance
• Apollo Hospital

• Nepal
• Presidential Palace
• National Defense
• Foreign Affairs

• Domestic
• Gambling websites
• Uyghur minority



Victims

• Vietnam
• Unspecified telecom operator
• Chiang Mai University
• Academy of Social Sciences

• Myanmar
• Myanmar Post and Telecommunications 

• South Korea
• Sejong Research Institute Cultural Services

• Philippines
• Navy Postal Service



Victims (or targets?)
• United Kingdom

• Home office
• Ministry of Foreign Affairs (already taken by another contractor)
• British treasury
• Department for Business, Energy and Industrial Strategy; Environment, Food and Rural Affairs; Health and Social Care
• UK National Crime Agency
• Center for Foreign Policy Studies
• Chatham House

• USA
• Center for Foreign Policy Studies 

• France
• Sciences Po

• NGOs
• Human Rights Watch
• Amnesty International
• RAND Institute Europe



Victims

• Macedonia
• Secretariat of European Affairs

• Airlines (PNR)
• AirAstana Airlines Company
• Air Macau
• Vietnam Airlines

• New regions in 2022: 
• Afghanistan
• Syria
• Uzbekistan
• Iran





CDR extraction from telcos



BTS listing



Links to know APT activities

• ESET: Fishmonger (HK universities, ~2020)
• Trend Micro: Earth Lusca
• Same targeting
• Use of ShadowPad and Winnti
• “Earth Lusca’s source IP addresses are from Chengdu, Sichuan province, 

where the main office of I-Soon’s penetration teams is also located.”

• Recorded Future: RedHotel
• Citizen Lab: POISON CARP



https://citizenlab.ca/2019/09/poison-carp-tibetan-groups-
targeted-with-1-click-mobile-exploits/



Source (Sep. 2022): 
https://www.trendmicro.com/en_sg/research/22/l/p

robing-weaponized-chat-applications-abused-in-
supply-chain-atta.html



ShadowPad

Source: hgps://www.senhnelone.com/labs/shadowpad-a-masterpiece-of-privately-sold-
malware-in-chinese-espionage/



Linux RAT

• Features:
• Command execution
• File management
• SOCKS5 proxying
• TCP port reuse for communications

• “TreadStone”
• Mentioned in the Chengdu 404 

indictment 
• Controller for Winnti



Lawsuit from Chengdu 404

• Chengdu 404 = APT41 (US DoJ)

• No details about the complaint

• Implies business connections 
between the two companies

Source: https://nattothoughts.substack.com



Chengdu 404 == APT41 confirmed by I-Soon



Non-poaching agreement with Chengdu 404



NegaWve feedback
• Sales:
• Products don’t receive enough updates
• Poor delivery quality & negative feedback from customers
• Sales process is too complex, disorganized channel pipeline

• Salary issues
• 2,000¥/mo (≈ 250€/mo, secretary); 5,000-8,000¥/mo on average?



Assessment

• Huge focus on post-post-exploitation
• Platforms to process, manage and visualize stolen data
• Strongly marketed towards LEA (“case” management)

• Repackaging of OSS tools into “homemade” GUIs or appliances
• Aiming for ease of use, not sophistication
• Public customers in the process of scaling up operations, but facing a skill gap?
• Talent acquisition a challenge for I-Soon as well despite university partnerships

• Apparent redundancy across all the products
• Same codebase / engine repackaged to cover multiple verticals

• Auditing / logging / task assignment features in all products
• Vertical work organization; micromanagement-oriented tooling



Assessment

• Somewhat crude APT operations
• Limited to no 0day research capabilities
• Phishing as the main attack vector
• Apparent difficulties for sourcing malware implants

• Questionable OPSEC
• Implants sold to customers are used for their own operations

• Customer implants can be used for a discount
• Tasking over IM
• Cleartext victim / target organizations
• I-Soon had been identified before the leak



Assessment

• Oversold social media products
• Doesn’t appear to do anything beyond monitor specific accounts
• Influence / psyops capabili>es limited at best (at least for I-Soon)

• But!
• Impressive number of vic>ms
• Targets across many ver>cals
• Obvious opera>onal successes

• Ability to infiltrate telcos and extract key data
• Opera>onal independence

• Can be tasked by customers…
• …or proacIvely breach and pitch the stolen data to customers.

• Core technology focus: handling huge volumes of stolen data
• NOT: be beMer at breaching vicIms

• Confirms the autonomy in cyber operaWons at the province level



Assessment
• Hugely damaging leak
• Blown operations
• Reputation
• Internal employee list with salaries
• Embarrasses the Chinese 

Government

• Prediction: I-Soon will keep 
operating



Questions?


