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RSA Live In Action

- Definitively classify computers associated
with illegal third party exploits, open proxies,
worms/viruses, spam engines, Botnets and
other current and zero-day exploits

« Prioritize intersection of threat indicators

* Provides real-time, full content navigation of
enterprise security intelligence

* Synchronize with RSA FirstWatch and global
content derived from best of breed sources
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4~ Risk: Warning (7 iems)
escalation multiple suspicious (420) - abnormal exe (8)

p Risk: Suspicious (20 of 26+ items)

iframe_embedded_js (1,058) - iframe_hidden_values (951) - watchlist tid (708) - direct to ip http request (620) - escalation multiple informational (530) - archive extension mism
(322) - crafted http header (249) - plaintext ftp password (192) - generic malware filenames (183) - abnormal exe (133) - known malware filenames (132) - suspiciously named p
suspicious:ssl self signed (74) - fake antivirus malware indicators (58) - javascript edwards packer (41) - known apt tid (12) - suspiciously named swf files (11) - security tool d

@ 4~ Risk: Informational (20 of 20+ items)

common document formats (9,161) - facebook images (2,149) - unallocated ip space (1,866) - embedded_html_object (1,585) - dns hostnames resolving non-routable ip (1,292)
google search (430) - iframe_src_htm (90) - facebook profile (60) - test_amp (58) - file storage sites (32) - photobucket images (22) - bing search (12) - craigslist referer images (8)
ask search (2) - packer upx (1) - facebook login (1) - embedded_html_codebase (1) - embedded_html_applet (1) [more]

4~ Threat Source (10 items)

netwitness (16,160) - malwaredomainlist-files (8,566) - malwaredomainlist-domain (4,799) - sans (1,067) - malwaredomainlist-ip (796) - proxyhunter (464) - shadow server-domain (35) - malwaredomains.com

(59) - senderbase-domain (58) - zeustracker-ip (153)

[3 4~ Threat Category (9 items)
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informational (13,430) - malware (12,730) - suspicious (3,529) - vulnerability (192) - social networking (61) - insider (32) - botnet (15) - apt (12) - security tools (3)
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* Risk: Warning —high likelihood of
malicious activity (botnet,

malicious obfuscation, and otherprrprEEEEEEEE -
malware actiVity). < 2010-10-06 06:13 A——

4~ Risk: wWarning (1 iterm)

° _ n Ot Ove rt[y safﬂs botnet activity (4)
e o o o Risk: suspicious (4 items)
m a l | Cl 0 u S ’ b ut S u S p | C | O u S W h e n wtihlisttld 74 Pknuwn malware filenames (1) - suspiciously named php files (2) - security tool download site (1)
combined with other behaviors 4 & wsc mfomationar -

commaon document formats (212) - high risk filetypes (9)
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« Risk: Informational — notable

when combined with other o Prioritized alerts to guide analysis based

b.ehaviqrs. (hits to f”? shariljg on intersection / threshold of indicators
sites, bittorrent activity, social

networking use)
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RSA Live Subscription Offering
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RSA Live - System Metrics TT

e 1000+ pieces of content  « Average of 1.4 million new
data points imported and

100+ Distinct feed sources
processed week over week

— QOver 5 million IP’s and

Domains tracked e Live Content Library updated
- 20% grown in unique dynamically ever hour
feed sources over past — 8760 updates over past year
6 months * Support for 2 new platforms
e Content library grew by added over past year
aggregate 30% over past — RSA for Logs
6 months — Spectrum
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