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BreakingPoint Systems
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What can BreakingPoint Offer ?

Client Server
Simulation Simulation
. &9

&5
&

BreakingPoint Systems
L2/L7 Test Equipment

» BreakingPoint provides comprehensive Layer 2-7 testing for
network equipment and application servers through high-
performance, compact, flexible and easy-to-use products.

« BreakingPoint testing tools provide realistic performance and
security results using stateful application protocols and live

security strikes.
BreakingPoint
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What type of tests does BreakingPoint provide ?

« Realistic Traffic Emulation: Layer 2-7

H ..::11] Bit Blaster - Generates Ethernet frames (L2 Tests)

gl ey oy | gl D] o D] e D] e | g | [ &)

_ Capture and Recreate - Capture & Playback PCAP
« Malicious Traffic Simulation Layer 2-7

Security Module — 3,700+ unique attacks, 80+ evasion types

Stack Scrambler — Protocol Fuzzing

BreakingPoint
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BreakingPoint Systems Key Benefits

 New Generation of Hardware Architecture optimized for Layer
2-7 Testing:
— FPGA, Network Processor, Embedded Security Module
* High-Performance Traffic Simulation Layer 2-7:
— 80 Gbps L2/L3 Traffic Simulation
— 20 Gbps L4/L7 Traffic Simulation
— 1.5 Million New TCP Connections per Second
— 15 Million Concurrent TCP Connections
» Flexible and Easy to Use Interface
— Drag and drop GUI to run L2, L3, L4 and L7 traffic
— Device Under Test (DUT) automation
— Possibility to mix in the same test on a single test port in same test
« L2/L3 Stateless and L4/L7 Stateful traffic

 Good and Malicious traffic
BreakingPoint



Layer 2 Test
BitBlaster Module

BreakingPoint



Layer 2 Network Performance Validation

Device Under Test

L2 Stateless
Traffic

L2 Stateless
Traffic

BreakingPoint Systems
L2/L7 Test Equipment

» BreakingPoint Bit Blaster analyzes a device’s ability to handle
high volumes of Layer 2 traffic without corrupting or dropping
packets.

« Bit Blaster can simulate Frame Size from 64 to 9216 Bytes.

wou

B kingPoint
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BreakingPoint Bit Blaster — Layer 2 Testing

.00

Control Center ~ Test  Trafic ~ Managers  Help Home=> Test System Available £¥%

(®) New Test -5

: © (LA
Test Quick Steps L2 Interface 1 to Interface 2

1.Select the DUT/Network m

2.Add a Test Component

LEEEER ERRI
3.Define Test Criteria

4.Save and Run U FEER PRRIT

s

Test Information
Description

No description available

Information Interfaces Presets Parameters
Edit Description

default default

User

Add Category
Network
BreakingPoint Switching
DUT Profile
BreakingPoint Default

default default v

default default v

]
gefaul dgefaut ]
]
J

100%
v
Apply Changes

ve Test As Save As

60 seconds

Custom

u‘glglﬁl

: BreakingPoint
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BreakingPoint Bit Blaster— Layer 2 Testing (cont.)

Control Center ~ Test  Trafic ~ Managers  Help Home=> Test System Available £¥%

(® New Test
Test Quick Steps © (IR

L2 Interface 1 to Interface 2
1.Select the DUT/Network m

2.Add a Test Component

TR
3.Define Test Criteria

4.Save and Run O L TRRTH

G

Test Information
Description

No description available

Information Interfaces Parameters
Edit Description

Component Presets
500Mbps Bit Blaster
10Gbps Bit Blaster
1Gbps Bit Blaster

Network
5Gops BitBlaster

DUT Profile
BreakingPoint Default

Type

9 BreakingPoint

Powering Accelerated Development

User

Add Category




Layer 3 Test
Routing Robot Module

BreakingPoint



Layer 3 Network Performance Validation

Device Under Test

L3 Stateless

L3 Stateless i
Traffic

Traffic

BreakingPoint Systems
L2/L7 Test Equipment

* Routing Robot determines if a DUT can handle high volumes
of Layer 3 traffic by sending traffic from one interface and
monitoring the receiving interface to see if the traffic is
successfully received.

* Routing Robot can simulate Frame Size from 64 to 9216 Bytes

cos
B I(i P il t
Powering Accelerated Development
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BreakingPoint Routing Robot — Layer 3 Testing

000 BreakingPoint Systems - 10.10.10.10
Control Center ~ Test  Trafic ~ Managers  Help Home> Test System Available £

(®) L3 Test- 40 Gbps 7 =)

Test Quick Steps

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

Test Information
Description

No description available

Information Interfaces Presets Parameters

Edit Description

Qiza dietrihiitinn Mavimiim waliia
ave Test As i; S

Parameter Label Parameter Va « Test duration
U — Test duration.Value 60 | * Testduration type
ser
I Data Rate.Data rate unit Megabits / sec Seconds | v
Add Category Data Rate.Data rate type Constant
Network Data Rate.Minimum value 10000
- . Data Rate.Maximum value
Sent Data Rate.Every N seconds 1
Size distribution.Size distribution unit Frame
Duration Size distribution.Size distribution type Constant
Size distribution.Minimum value 512 |
Type - Apply Changes

12 BreakingPoint

Powering Accelerated Development
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BreakingPoint Routing Robot — Layer 3 Testing

Test  Trafic  Managers  Help Home> Test System Available £

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

Test Information
Description

No description available

Information Interfaces Parameters
Edit Description

Parameter Label Parameter Va

IP Header Version 1Pv4 IP Header Version

1 Advanced Options - IPv4.TTL 32

Add Category Advanced Options - IPv4.TOS 0
Advanced Options - IPv4.Length field Actual

Network
Advanced Opuons o |Pv4.|_eng[h value

DUT Profile

Advanced Options - IPvd.Checksum field Actual

Advanced Options - IPv4.Checksum value

User

100% Advanced Options - IPv4.Option header field Disabled

Sent
_""’“‘ Advanced Options - IPv4.Option header data
Type

60 seconds

Advanced Options - IPv6.Hop limit |
G Arvsnrad Antinne - IDVA& Traffin rlace Apply Changes
e

ave Test As

13 BreakingPoint

Powering Accelerated Development



Layer 4 Test
Session Sender Module

BreakingPoint
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Layer 4 Network Performance Validation

Device Under Test

L4 Stateful
Traffic

L4 Stateful
Traffic

BreakingPoint Systems
L2/L7 Test Equipment

 The Session Sender test component measures the device’s
ability to handle a large number of new TCP session per
second and concurrent TCP sessions

« Session Sender can simulate Segment Size until 9146 Bytes

oo
B kingPoint
Pey Ar ¢ d D o by N
Powering Accelerated Developme



BreakingPoint Session Sender — Layer 4 Testing

9.0 0
Control Center

@ New Test

Test Quick Steps

Test Traffic

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria
4.Save and Run

i st Status

Test Information
Description

No description available

Edit Description

User

Add Category

Network
DUT Profile
Sent
Duration
Type

16

Managers

Help

Home> Test

System Available *

L4 Statefull Traffic

Information Interfaces

Parameter Label

Parameter Valui »

Destination Port.Port distribution type
Destination Port.Minimum port number
Destination PortMaximum port number

— Session Ramp Distribution.Ramp Up Behav
— Session Ramp Distribution.Ramp Up Secon{
— Session Ramp Distribution.Steady-State Beh
— Session Ramp Distribution.Steady-State Sec
— Session Ramp Distribution.Ramp Down Beh
— Session Ramp Distribution.Ramp Down Sec
Ramp Up Profile.Ramp Up Profile Type

Ramn | In Prafila Minimiim Cannantinn Rata

Random

6

1023

Full Open

10

Open and Close -
40

Full Close

10

Calculated

Session Ramp Distribution

“ Ramp Up Behavior
Full Open

Full Open

Full Open + Data

Full Open + Data + Close
Half Open

SYN Only

l’ v

Apply Changes

BreakingPoint

Powering Accelerated Development



BreakingPoint Session Sender — Layer 4 Testing

17

.00

Control Center Test Traffic

@ New Test

Test Quick Steps
1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria
4.Save and Run

e

Test Information
Description

No description available

Edit Description

User
Add Category

Network
DUT Profile
Sent
Duration
Type

Managers  Help

o [
L4 Statefull Traffic

Home> Test

System Available 5

Information Interfaces

Parameter Label

Presets

Parameters

Parameter Valu « [

Destination Port.Port distribution type
Destination Port.Minimum port number
Destination Port.Maximum port number

- Session Ramp Distribution.Ramp Up Behawvi
- Session Ramp Distribution.Ramp Up Secon{
- Session Ramp Distribution.Steady-State Beh
- Session Ramp Distribution.Steady-State Sed|
— Session Ramp Distribution.Ramp Down Beh
— Session Ramp Distribution.Ramp Down Seg
Ramp Up Profile.Ramp Up Profile Type

Ramn |In Brafila Minimiim Cannactinn Rata

Random

6

1023

Full Open

10

Open and Close -
40

Full Close

10

Calculated

Session Ramp Distribution
“ Steady-State Behavior
Open and Close Sessions

Open and Close Sessions
Hold Sessions Open
Open and Let Server Reset Sessions

“ Ramp Down Behavior
Full Close

Apply Changes

BreakingPoint

Powering Accelerated Development



BreakingPoint Session Sender — Layer 4 Testing

Control Center ~ Test  Trafic ~ Managers  Help Home=> Test System Available £

@ New Test

i _. T
Test Quick Steps L.

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria
4.Save and Run

B

Test Information
Description

No description available

Information Interfaces Presets Parameters
Edit Description

Parameter Label Parameter Valu « Session Ramp Distribution
Destination Port.Port distribution type Random * Ramp Down Behavior
) Destination Port.Minimum port number 6
Full Close
Add Catego Destination Port.Maximum port number 1023 y—
- Session Ramp Distribution.Ramp Up Behavi Full Open

Network
i i itchi Half Close
— Session Ramp Distribution.Ramp Up Secon{ 10

DUT Profile : Reset

- Session Ramp Distribution.Steady-State Beh Open and Close -

— Session Ramp Distribution.Steady-State Sec 40

_ — Session Ramp Distribution.Ramp Down Beh Full Close
— Session Ramp Distribution.Ramp Down Sec 10

Ramp Up Profile.Ramp Up Profile Type Calculated | \ v
Ramn | In Prafila Minimiim Cannantinn Rata Apply Changes

User

1 BreakingPoint

Powering Accelerated Development



BreakingPoint Session Sender — Layer 4 Testing

® 00 10.10.10.10
Control Center Test

Trafic ~ Managers  Help Home=> Test System Available £
(®) New Test -9

L4 Statefull Traffic

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

4
Test Information
Description

No description available

Information Interfaces Presets Parameters

Edit Description

Parameter Label Parameter Valui » TCP Configuration
IPv4 Configuration.TTL 32 Maximum Segment Size (MSS) [+
User IPv4 Configuration. TOS 0 1448 |
Add Category — TCP Configuration.Maximum Segment Size ([ 1448 Int (min 512) (max 9146)
Network — TCP Configuration.Retry Quantum 250 Retry Quantum

Int (min 1) (max 2000)

Sent

— TCP Configuration.Initial Receive Window | 5792

—TCP Configuration Add Segment Timestamp| true |
Duration SSLITLS Configuration.Enabled false

SSLATLS Configuration Minimum Version | SSL\3 E
QQI I @ Fanfinuratinn Mavimiim Viarcinn T Qe Apply Changes

Retry Count

Int (min 1) (max 7)

1 BreakingPoint

Powering Accelerated Development



Layer 7 Test
Application Simulator Module

BreakingPoint



Layer 7 Application Performance Validation

Device Under Test

L7 Stateful
Traffic

L7 Stateful
Traffic

BreakingPoint Systems
L2/L7 Test Equipment

» Application Simulator allows you to define 70+ applications

protocols to make complex application protocol distributions to
simulate real world traffic.

« Application Simulator allows you to define in depth each
protocol using advanced protocol configuration “SuperFlows”.

cos
B I(i P il t
Powering Accelerated Development



70+ Client and Server Protocols Supported

« HTTP
 HTTPS
- POP3
- IMAP
* Finger
« RTMP
- MAPI

« Yahoo Messenger
* Informix Database
« MSN Messenger

« JabberICQ

« QOTD

« Gopher

* DNS

« RTP

- SIP TCP/UDP

SMTP

RTSP

SNMP

FTP

RLogin

Rshell

QQ Messenger
RSync

DB2 Database
AOL IM

BOOTPS

DCE/RPC

LDAP

NFSD

NTP

SSH

Postgres Database
FIX

FIXT

CIFS SMB
BitTorrent

eDonkey

NetBIOS

RADIUS Accounting
RADIUS Access
Gnutella

Vmware Vmotion
Telnet

Sybase Database
Echo

Oracle Database
Microsoft SQL Server
World of Warcraft

BreakingPoint



BreakingPoint- Application Simulator — Layer 7

Testing

Control Center  Test  Trafic ~ Managers Help

L7 Statefull Traffi

@ New Test

Test Quick Steps

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

Test Information
Description

No description available

Edit Description

User

Add Category

Network
BreakingPoint Switching

DUT Profile
Sent
Duration

Type

23

Information Interfaces

System Available &%

=)

Parameters

Component Presets

Enterprise Apps

Max Bandwidth

Higher Education Apps
Senvice Provider Apps
Small to Medium Business Apps
WAN Acceleration

Description

Generate realistic application traffic flows in a distribution
representative of an enterprise network.

|

Save As

BreakingPoint

Powering Accelerated Development



BreakingPoint- Application Simulator — Layer 7
Testing

int ems - 10.10.10.10
Home> Application Manager

00

Control Center  Test  Trafic  Managers  Help System Available S

O Application Manager

App Profiles

User Last Edited

Everybody v AnyTime | v

Max Returned
50 v

Application Profiles

BreakingPoint Bandwidth
BreakingPoint Enterprise
BreakingPoint Higher Education
BreakingPoint Service Provider
BreakingPoint SOHO/Small Business
BreakingPoint WAN Acceleration

User Last Edited

Everybody v AnyTime v

Type Max Returned
Any

Available Super Flows

BreakingPoint AOL Instant Messenger
BreakingPoint Bandwidth BitTorrent
BreakingPoint Bandwidth eDonkey
BreakingPoint Bandwidth HTTP
BreakingPoint BitTorrent Data Transfer
BreakingPoint DB2 Database
BreakingPoint DCERPC
BreakingPoint eDonkey Data Transfer
BreakingPoint Finger

BreakingPoint FIX Session
BreakingPoint FIXT Session
BreakingPoint FTP

BreakingPoint HTTP Audio
BreakingPoint HTTP Authenticated
BreakingPoint HTTP Compressed

Super Flow Name

BreakingPoint HTTP Video
BreakingPoint HTTP Audio
BreakingPoint HTTP Text
BreakingPoint BitTorrent Data Transfer
BreakingPoint eDonkey Data Transfer
BreakingPoint SMTP Email
BreakingPoint AOL Instant Messenger
BreakingPoint IMAP

BreakingPoint NFS

BreakingPoint SSH

BreakingPoint FTP

Weight
220

30

20

230
35
10
15
10
15
15

Save App Profile

BreakingPoint

Powering Accelerated Development
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BreakingPoint- Application Simulator — Layer 7

Testing

000

ingPoint ems - 10.10.10.10
Control Center  Test  Trafic  Managers  Help Home> Application Manager System Available &%

£ Application Manager

App Profiles Super Flows

User Last Edited [ Step 1 - Define Hosts
Everybody v AnyTime  ~
| |

Max Returned

Step 2 - Define Flows
Client Server Protocol Edit the Selected Flow
Client DNS Server DNS
Client SMTP Server SMTP

Super Flows Server Client
BreakingPoint POP3

BreakingPoint PostgreSQL
BreakingPoint Quote of the Day (TCP)
BreakingPoint Quote of the Day (UDP)
BreakingPoint RADIUS

BreakingPoint Rlogin Step 3 - Define Actions
BreakingPoint Rsync | Flow | Source Action
BreakingPoint RTSP DNS Server Response Action Client: Send HELO =
BreakingPoint SIP/RTP Proxied Call SMTP Client Send EHLO

BreakingPoint SIP/RTP Simple Call SMTP Client Send email

BreakingPoint SMB Client File Download SMTP Server 250 Queued

BreakingPoint SMB Failed Authentication SMTP Client Send quit

BreakingPoint SMB NULL Session SMTP Server 221 closing

BreakingPoint SMTP Email

2 >
Save Super Flow

Client Client

Create a New Action

BreakingPoint

Powering Accelerated D opme
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BreakingPoint- Application Simulator — Layer 7

Testing

800 eakingPoint Systems - 10.10.10.10
Control Center ~ Test  Traffic ~ Managers  Help Home=> Application Manager

Application Manager

App Profiles Super Flows

-
User Last Edited Step 1 - Define Hosts
Everybody AnyTime |~

‘ ' Manage Hosts
Type Max Returned

Any v %0 |l Step 2 - Define Flows

( T— Client Server Protocol Edit the Selected Flow

Caller DNS Server DNS .
Caller Recipient SIP Call Client Caller |
Super Flows Caller Recipient RTP Unidirectional Stre Server Recipient _l
BreakingPoint POP3
BreakingPoint PostgreSQL Apply Changes

BreakingPoint Quote of the Day (TCP)

BreakingPoint Quote of the Day (UDP)
BreakingPoint RADIUS

BreakingPoint Rlogin Step 3 - Define Actions
BreakingPoint Rsync | Flow | Source Action
BreakingPoint RTSP DNS Client Query Action Client: Query

Create a New Action

BreakingPoint SIP/RTP Proxied Call DNS Server Response
BreakingPoint SIP/RTP Simple Call -SIP Call Client Invite
BreakingPoint SMB Client File Download -SIP Call Server Trying
BreakingPoint SMB Failed Authentication -SIP Call Server Ringing
BreakingPoint SMB NULL Session -SIP Call Server OK
BreakingPoint SMTP Email

2 >
Save Super Flow

BreakingPoint

5 ;
Powering Acce

raled U prment




BreakingPoint- Application Simulator — Layer 7
Testing

SIP Call

IP Protocol for SIP Traffic: Il ! This application flow simulates a SIP

Client User Agent: o call

Caller Name: Ml

Caller Phone Number (X: random digit) =)
Caller SIP Port: Il

Recipient Name: M

Recipient Phone Number(x: random dijli
Recipient SIP Port: Il

Reciplent User Agent: l

roscrargs

BreakingPoint

Powering Accelerated Development




Layer 4 Replay TCP/UDP
Recreate Module

BreakingPoint



Recreate Captured Traffic

Client @ 3
« le _
Recreate Recreate

Multi-Flow . . Multi-Flow
PCAP BreakingPoint Systems PCAP

L2/L7 Test Equipment

* The BreakingPoint Recreate feature recreates multi-flow TCP/
UDP traffic based on data from PCAP. BreakingPoint does not
use a raw playback, instead it will do stateful multi-flow
allowing possibility to replay stateful TCP/UDP traffic with
ability to amplify.

BreakingPoint



BreakingPoint Recreate: Exact Replay

nt Systems - Internet Explorer provid

@® http://192.168.1.20/swfs/Shell.html?1 -

Control Center  Test  Traffic Managers Help Home= Test systemszilable*

(®) Recreate HTTP Traffic - Mix TCP and UDP =)

Test Quick Steps

2.Add a Test Component

3.Define Test Criteria

4.Save and Execute

4.Save and Execute
Qs
Test Information
Description

No description available

Information Interfaces Presets Parameters

Parameter Label Parameter Valur sl

General Behavior Use Capture File General Behavior

e — Application Ramp Distribution.Ramp Up Secon 0 Use Capture File settings
Add Cateqory. Application Ramp Distribution.Steady-State Seq 30

User

Network Application Ramp Distribution.Ramp Down Se
Network Topology

. ’ ) ) )
™ Session Configuration.Maximum Simultaneoug

0
1
Session Configuration.Maximum Sessions Pef 1
1
1

Bandwidth Session Configuration.Target Minimum Simultg

Session Configuration. Target Minimum Sessid

Duration IPv4 Configuration. TTL 32

.
IPv4 Configuration.TOS 0

Type

TOAD Canfinuratinn Mavimmom Canmant Qisa (044
Custom

| [# € Internet | Protected Mode: On

Done
h ——

BreakingPoint

Powering Accelerated Development



BreakingPoint Recreate: Layer 4 Replay TCP/UDP

Control Center ~ Test  Trafic ~ Managers Help Home= Executing Recreate HTTP Traffic - M... started by admin : 9% :_gg

@ Real-Time Stats

TCP Sessions Megabits/s Transactions/s TCP Sessions/s Frames/s

Recreate HTTP Traffic - Mix TCP and UDP(Megabits/s)

Time

B Application data receive rate W Application data transmit rate B Frame data receive rate B Frame data transmit rate I

Stop Test

[® € Internet | Protected Mode: On

BreakingPoint

Powering / ratea De




BreakingPoint Recreate: Amplify Replay

nt Systems - Internet |

@® http://192.168.1.20/swfs/Shell.html?1 -

Control Center  Test  Traffic Managers Help Home= Test systemszilable*

(®) Recreate HTTP Traffic - Mix TCP and UDP =)

Test Quick Steps

2.Add a Test Component

3.Define Test Criteria

4.Save and Execute

Test Information
Description

No description available

Information Interfaces Presets Parameters

Parameter Label Parameter Valui sl

General Behavior Use User-specifi General Behavior

e — Application Ramp Distribution.Ramp Up Secon 0 Use User-specified settinas
Add Cateqory. Application Ramp Distribution.Steady-State Seq 30

User

Network Application Ramp Distribution.Ramp Down Seq 0
Network Topology

™ Session Configuration.Maximum Simultaneoug 10000

Session Configuration.Maximum Sessions Per 1000

Bandwidth Session Configuration.Target Minimum Simultg 1

T ason Ml session Gonfiguration Target inimum Sessiq 1

Duration IPv4 Configuration. TTL 32

.
T |Pv4 Configuration.TOS 0
i TAD Aanfiniiratinn Mavimiim ©anmant Cizn (114 e Apply Changes
Custom

| [# € Internet | Protected Mode: On #100% ~

Done
h —

BreakingPoint

Powering Accelerated Development



BreakingPoint Recreate: Layer 4 Replay TCP/
UDP

| @ http://192.168.1.20/swfs/Shell.htmi?L -

Control Center  Test  Traffic Managers Help Home= Test systemszitable*

(®) Recreate HTTP Traffic - Mix TCP and UDP =)

Test Quick Steps

2.Add a Test Component

3.Define Test Criteria

4.Save and Execute

Test Information
Description

No description available

Information Interfaces ] Parameters

Parameter Label Parameter Valui »
S| TCP Configuration.Retry Count 3 * Datarate type I -
ser, 1Y TCP Configuration.Delay ACKs false Constant __[")

Add Category
Network
Network Topology

TCP Configuration.Initial Receive Window 5792
TCP Configuration.Add Segment Timestamps | true

— Data Rate.Data rate scope Limit Aggregate T _

Minimum value

DUT Profile . -
— Data Rate Data rate unit Megabits / secon _ Int (min 1)
Bandwidth — Data Rate.Data rate type Constant Maximum value
 zox W} - DataRate Minimum value 500
Duration — Data Rate Maximum value
A -
Filename HTTP Traffic-Mu
Type v

1S ?‘ Apply Changes

[# € Internet | Protected Mode: On #100% v

—

I

Done

BreakingPoint

Powering Accelerated Development



BreakingPoint Recreate: Layer 4 Replay TCP/
UDP

Control Center ~ Test  Traffic ~ Managers  Help Home= Executing

@ Real-Time Stats

TCP Sessions Megabits/s Transactions/s TCP Sessions/s Frames/s

Recreate HTTP Traffic - Mix TCP and UDP(Megabits/s)

12

Time

B Application data receive rate W Application data transmit rate B Frame data receive rate B Frame data transmit rate I

Stop Test View Report Freeze Display Background
Done [® € Internet | Protected Mode: On #100% v
- —— ——

BreakingPoint

Powering / ratea De




Security Test
Security Module

BreakingPoint



Network Security Performance Validation

Device Under Test

L2/L7 L2/L7
Malicious Malicious
Traffic Traffic

BreakingPoint Systems
L2/L7 Test Equipment

« BreakingPoint Security component can be used to test network
security devices — such as IPS, IDS, VPNs, and firewalls. It

measures a device’s ability to protect a host by sending
3,700+ Attacks under CVE-ID, BugTraqlD, OSVDB and

verifying that the device successfully blocks the attacks.

con
BreakingPoint
Powe ing Accelerated Developrment



BreakingPoint Security Test Component

.'g‘

Control Center ~ Test  Trafic ~ Managers  Help Home> Test System Available £%

@ New Test

Test Quick Steps . o

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria
4.Save and Run

e

Test Information
Description

No description available

Information Interfaces Parameters
Edit Description

Component Presets Description
Security Level 1 Security Level 1 targets high-risk wlnerabilities in services often
User ) exposed to the Internet.

Security Level 2
Add Category
Security Level 3 This includes approximately 100 strikes and usually completes

Network
i inless than one minut.
DUT Profile Security Level 5
Sent
Duration
e Apply Changes
L1

a7 BreakingPoint

Powering Accelerated Development
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BreakingPoint: Security Test Module

800 10.10.10.10
Control Center ~ Test  Trafic ~ Managers  Help Home=> Test System Available £

@ New Test =)

Test Quick Steps

Test Module
1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

e

Test Information
Description

No description available

Information Interfaces Presets Parameters

Edit Description

Parameter Label Parameter Valw
Category
U MaxAttacks PerSecond 0 RandomSeed
ser v MaxPackets PerSecond 0 ’_:']
Add Catego AttackTimeoutSeconds 025 Int (min 0) (max 4294967295)
Network AttackRetries 0
DUT lo RandomSeed 0
Sent Attack Profile Default evasion s
Duration
Type Apply Changes

38 BreakingPoint

Powering Accelerated Development



e
BreakingPoint Security Test Component

900
Control Center ~ Test  Trafic ~ Managers  Help Home=> Test System Available £¥%

@ New Test =)

i _O
Test Quick Steps Security Test Module

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

V7) Test Status

Test Information
Description

No description available

Information Interfaces Presets Parameters
Edit Description S S—— C——\
Parameter Label Parameter Valu
m MaxAttacks PerSecond Attack Series
ser MaxPackets PerSecond BreakingPoint Strike Level 1
Add Category AttackTimeoutSeconds BreakingPoint Denial of Senvice Strikes
Ll AttackRetries 0 BreakingPoint Exploit Strikes
RandomSess 0
DUT Profile andomsee BreakingPoint FTP Strikes
BreakingPoint Default Attack Series Sl BreakingPoint HTTP Strikes
2 Aiiack Frolie Default evasion s BreakingPoint NetBIOS and SMBICIFS E

112 seconds

Apply Changes
Custom

ve TestAs

“‘g‘élg‘

Save As

39 BreakingPoint

Powering Accelerated Development



BreakingPoint Security Test Component

Control Center Test

@ New Test

Test Quick Steps

Trafic  Managers

Help

o Ko=—si
Security Test Module

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

Test Information
Description

No description available

Information

Home> Test

System Available *

Presets

Parameter Valw

Interfaces
Edit Description
Parameter Label
U MaxAttacks PerSecond

e MaxPacketsPerSecond

Add Catego AttackTimeoutSeconds
Lo AttackRetries

DUT Profile RandomSeed

——
Sent Attack Profile

Duration
112 seconds

Type

BreakingPoint Str
Defaultevasion s

)

—

Parameters

Attack Profile

Default evasion settings

IP: Ordered 16 byte, overlapping (old)
IP: Ordered 24 byte fragments

IP: Ordered 8 byte fragments

IP: Out-of-order 8 byte fragments

IP: Reverse order 8 byte fragments v

myl»

Apply Changes

40

Save As

BreakingPoint

Powering Accelerated Development



BreakingPoint Security Test Component

9 0O 0O
Control Center

@ New Test =

Test Quick Steps

Test  Trafic  Managers  Help Home> Test System Available £

Test Module
1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

Test Information
Description

No description available

Information Interfaces Presets Parameters

Edit Description
Category

Parameter Label Parameter Valw

U MaxAttacks PerSecond 0 Attack Profile
ser v MaxPacketsPerSecond 0 Default evasion settings |+
Add Category AttackTimeoutSeconds 0.25 TCP: Ordered 1 byte segments [
I AttackRetries 0 TCP: Ordered 1 byte segments, duplicate lastpac —
e ;
DUT Profile ando TCP: Ordered 1 byte segments, interleaved duplic
S SR TCP: Ordered 1 byte segments, interleaved duplic
T S s;;" - Default evasion s TCP: Ordered 1 byte segments, interleaved duplic
Duration
Type Apply Changes

# BreakingPoint

Powering Accelerated Development



BreakingPoint Security Test Component

9.0 0
Control Center

@ New Test =

Test Quick Steps

Test  Trafic  Managers  Help Home> Test System Available £

Test Module
1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

e

Test Information
Description

No description available

Information Interfaces Presets Parameters Owerrides

Edit Description
Category

Parameter Label Parameter Valu

MaxAttacks PerSecond 0 Attack Profile
User A MaxPackets PerSecond 0 Default evasion settings |7}
Add Catego AttackTimeoutSeconds 0.25 HTML: Unicode UTF16 (Big Endian) B
"‘::"_"‘:'S"M AttackRetries 0 HTML: Unicode UTF16 (Little Endian)
reakingrom Wi ng
DUT Profile RandomSeed 0 HTML: Unicode UTF32 (Big Endian) 3
Attack Series BreakingPoint Str HTML: Unicode UTF32 (Little Endian)
Attack Profile Default evasion s HTML: Unicode UTF7 Al "
Duration
Type @ Apply Changes

2 BreakingPoint
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BreakingPoint Security Test Component

KaXeXe) BreakingPoint Systems - 10.10.10.10

Strikes / Strikesets
Reference Max Returned

Protocol

Return Type

Ostrikes @ Strikesets m
Strikes / Strikesets

Istrikes/denial/ftp/iis_ftp_status_overflow.xml|
Istrikes/denialfiis/isapi_maximum_url_access_violation_dos.xml
Istrikes/denialfiis/tiide_dll_request _4.xml|
Istrikes/denialfiisttiide_dII_request_3.xml|
Istrikes/denialfiisttiide_dII_request_2.xml|
Istrikes/denialfiishtilde_dIl_request_1.xml|
Istrikes/denialfiis/malformed_extension.xml|
Istrikes/denialfiis/ms04_011_iis_ssl|_dos_01.xml

ID: /strikes/denial/ftp/iis_ftp_status_overflow.xml

Name: Microsoft IS FTP Status Request DoS

Description: This strike exploits a file globbing bug in the FTP STAT command in Microsoft IIS versions 4.0, 5.0, and 5.1.

References
* CVE: 2002-0073
* BID: 4482
+ OSVDB: 3328
* CVSS: AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N

s st
eon

BreakingPoint
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Protocol Fuzzing Test
Stack Scrambler Module

BreakingPoint



Protocol Fuzzing

Device Under Test

L2/L7 L2/L7
Fuzzing Fuzzing
Traffic Traffic

BreakingPoint Systems
L2/L7 Test Equipment
« Stack Scrambler tests the integrity of different protocol stacks
by sending malformed packets to the device under test. It uses
a fuzzing technique, which modifies a part of the packet
(checksum, protocol options, etc.) to generate the corrupt data.

oo
B kingPoint
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Test Scenario

wou

B kingPoint
Powering Ac rated Develsnment
Fowering Accelerated Developme



]
Mixing Layer 2-3 and Layer 4-7 Traffic

Device Under Test

L4/L7 L2/L3 L2/L3 L4/L7
Stateful Stateless Stateless Stateful
Traffic Traffic Traffic Traffic

BreakingPoint Systems
L2/L7 Test Equipment

« BreakingPoint is the only solution able to send Layer 2-3 and
Layer 4-7 traffic from a single test solution with single user
interface on same test port.

oo9n
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BreakingPoint: Mixing L2/L3 and L4/L7 Traffic

C Center
@ New Test

Test Quick Steps

Test  Trafic  Managers  Help Home=> Test System Available £%

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

Test Information
Description

No description available

Information Interfaces Presets Parameters

Edit Description

Parameter Label Parameter Valu » [ Test duration

- Testduration.Value 120
Data Rate.Data rate unit Megabits / secon
Data Rate.Data rate type Constant

* Testduration type
Seconds v

User v

Add Category

Network Data Rate.Minimum value 500
T - Data Rate.Maximum value
Data Rate.Increment N units 0 Int (min 1) (max 1000000000)
Data Rate.Every N seconds 1
_ Size distribution.Size distribution unit Frame
Size distribution.Size distribution type Constant
Size distibuton Mnimum value 512

Qiza dictrihitinn Mavimiim wmlia Apply Changes

4 BreakingPoint
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Mixing Good and Malicious Traffic

Device Under Test

L2/L7 L2/L7
Legitimate Malicious Malicious Legitimate
Traffic Traffic Traffic Traffic

BreakingPoint Systems
L2/L7 Test Equipment

» BreakingPoint properly tests high-performance security
devices with the capability to mix good traffic and malicious
traffic emulating real world test scenarios.

oo9n
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BreakingPoint: Mixing Good and Malicious Traffic

Control Center ~ Test  Traffic ~ Managers  Help Home=> Test System Available £

@ New Test =)

Test Quick Steps

1.Select the DUT/Network

2.Add a Test Component

3.Define Test Criteria

4.Save and Run

i

Test Information
Description
No description available

Information Interfaces Presets Parameters Overrides

R secuty
User [+ Name TR = =1

Add Category Security Test Module VActive Bit Blaster Application Simulator
e Description

Security Level 1 targets high-risk vulnerabilities in services often

DUT Profile exposed to the Internet. _
=
Routing Robot

This includes approximately 100 strikes and usually completes in
less than one minute.

Edit Description

Recreate

Apply Changes L Session Sender Stack Scrambler

ave Test As Save As

Sent
Duration
Type

50 BreakingPoint
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-]
What kind of Network Equipment Validation ?

BreakingPoint testing tools are used to validate the following

network equipments:

Router SSL Accelerator
L2 Switch Traffic Shaper
L3 Switch SMTP Relay
UTM Anti-SPAM
IDS/IPS Proxy

QoS DPI URL Filter
Firewall Content Filter
Web Application Firewall Anti-Virus

Web Accelerator

Anti-Malware

...and more

BreakingPoint



Validating Performance and
Security of UTM, Firewall,

IDS/IPS, Proxy and Anti-Virus
Devices

BreakingPoint



Firewall Test

Firewall

L7 Stateful
Traffic

L7 Stateful
Traffic

BreakingPoint Systems
L2/L7 Test Equipment

vou
B I . P e I
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Firewall Test - 8.9 Gbps

[ ®00 BreakingPoint Systems - 192.168.1.6 =)
( ® [ http://192.168.1.6/swfs/Shell.htmI?1 7 ) ‘
Control Center ~ Test  Traffic Managers Help Home> Executing

10 Gigabit UTM - Firewall... started by gfresnais : 27%

(*) Real-Time Statistics

LOLELLEECEECEEREEEEE LR

WELEWIEIEN TCP Sessions  TCP Sessions/s  Transactions/s

10 Gigabit UTM - Firewall (Megabits/s)

10 20 25

Time

Application data receive rate Application data transmit rate Ethernet receive rate

= Frame data transmit rate

Stop Test View Report Freeze Display Background

= Ethernet transmit rate = Frame data receive rate |

Test : 10 Gigabit UTM - Firewall

BreakingPoint

ering Ac

rated De

prment



e,
Firewall + IDS/IPS Test

Firewall + IDS/IPS

L7 Stateful
Traffic

L7 Stateful
Traffic

BreakingPoint Systems
L2/L7 Test Equipment

vou
B I . P e I
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Firewall + IDS/IPS - 2.6 Gbps

r

®00 BreakingPoint Systems - 192.168.1.6 (=)

(@® | http://192.168.1.6/swfs/Shell.htm[?1 77 )
Traffic 10 Gigabit UTM - Firewal... started by gfresnais : 23

Test Home> Executing

Control Center

(®) Real-Time Statistics

Managers Help

LOLELEECEECEEREREEECEEEER PR

Flows/s Frames/s WEVEWIETEN TCP Sessions  TCP Sessions/s  Transactions/s

10 Gigabit UTM - Firewall IDS/IPS(Megabits/s)

Time

= Application data receive rate = Application data transmit rate Ethernet receive rate Ethernet transmit rate Frame data receive rate
= Frame data transmit rate

Stop Test View Report ‘ Freeze Display Background

| Transferring data from 192.168.16
BreakingPoint
Powering Ac rated De prrent
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Firewall + IDS/IPS + Proxy Test

Firewall + IDS/IPS + Proxy

L7 Stateful
Traffic

L7 Stateful
Traffic

BreakingPoint Systems
L2/L7 Test Equipment

vou
B I . P e I
Powering Accelerated Development



Firewall + IDS/IPS + Proxy — 1.2 Gbps

r

BreakingPoint Systems - 192.168.1.6

®00
l ( ® | http://192.168.1.6/swfs/Shell.htmi?1

Control Center Test Traffic Managers Help

(®) Real-Time Statistics

LLLLERCEECCECEEEEEEEE RO EEEREERRReee

Flows/s Frames/s Megabits/s

Home> Executing

TCP Sessions TCP Sessions/s  Transactions/s

10 Gigabit UTM - Firewall IDS/IPS Proxy(Megabits/s)

Time

= Application data receive rate

= Application data transmit rate

Ethernet receive rate
= Frame data transmit rate

Ethernet transmit rate = Frame data receive rate |

View Report

‘ Freeze Display H Background

BreakingPoint

srated Developrment




..
Firewall + IDS/IPS + Proxy + Anti-Virus

Firewall + IDS/IPS + Proxy + Anti-Virus

L7 Stateful
Traffic

L7 Stateful
Traffic

BreakingPoint Systems
L2/L7 Test Equipment

vou
B I . P e I
Powering Accelerated Development



Firewall + IDS/IPS + Proxy + Anti-Virus — 558 Mbps

®00 BreakingPoint Systems - 192.168.1.6 (D)
( ® [ hup://192.168.1.6/swfs/Shell.htmI?1 7 )
Control Center ~ Test  Trafic ~ Managers  Help Home> Executing 10 Gigabit UTM - Firewall... started by gfresnais : 31% g

(*) Real-Time Statistics

ALLCLEECEECEERREERERE RN

Flows/s Frames/s ("ELEIEEE TCP Sessions  TCP Sessions/s  Transactions/s

10 Gigabit UTM - Firewall IDS/IPS Proxy Anti-Virus(Megabits/s)

Time

Application data receive rate Application data transmit rate = Ethernet receive rate = Ethernet transmit rate = Frame data receive rate
Frame data transmit rate

Test : 10 Gigabit UTM - Firewall IDS/IPS » ¥ "
Proxy Anti-Virus Stop Test View Report Freeze Display | L Background

BreakingPoint

ering Ac

rated De proent




Israel — Imperva

Type:
Network Equipment Manufacturer
Market Segment:

Application Firewall (HTTP/HTTPS/
Database Protocols)

Client

Customer Test Scenario: Simulation

Imperva protects online web
applications and databases against
sophisticated application-level
attacks like SQL Injection and cross-
site Scripting. Additionally, Imperva
provides reporting for PCI-DSS and
monitor user privilege for Sarbanes-
Oxley compliance.

61

Web Appli.‘;ition Firewall
HTTP/HTTPS/DATABASE

Server
R e SIS Simulation

BreakingPoEnt Systems

Test Equipment

con
BreakingPoint
Powe ing Accelerated Developrment



Sweden - Procera Networks PROCERA

Type:

Network Equipment Manufacturer

Market Segment:
QOS DPI
Customer Test Scenario:

Client Server
Procera Networks provides deep  Simulation R e eI Simulation
packet inspection (DPI) capabilities BreakingPohnt Systems
that allow accurate identification of Test Equipment
network traffic such as BitTorrent,
YouTube, Skype and more, allowing
accurate management and
optimization of bandwidth.

BreakingPoint
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UK/Germany — T-Mobile International

‘I: - -Mobile~

Type:
Service Provider

Router

&
2 @D@i

Market Segment: Q W
Mobile @ [
Client
Simulation

Customer Test Scenario:

T-Mobile validate performance of
different network element radius
server, router, firewall, load balancer,
mobile content accelerator witch
composed 10 Gigabit Mobile Silos
between GGSN and Internet
Services.

63

Firewall | ;.4 Balancer Mobile Content

S2

Firewall

Load Balancer
0

R r
Accelerator oute

Server
Simulation
Internet
BreakingPoint Systems
Test Equipment
. H

BreakingPoint
::'L:v'-'u_:'llll:: Accelerated Development



Device Under Test (DUT)
Real-Time Monitoring

BreakingPoint



Real-Time Device Under Test Monitoring

BreakingPoint Systems
Test Equipment

@/@/ ﬁ

Switch Router Firewall IDS/IPS Proxy

Traffic

TELNET

« BreakingPoint offers the ability to connect to a DUT via Telnet,
SNMP, SSH, or Serial to monitor the status of a DUT offering the
ability to check CPU, Memory, New TCP connections per Second,
Concurrent TCP Connections, Bandwidth and Packet per Second.

Eliminates manual power-cycle reboots.

BreakingPoint
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Device Under Test Monitoring

® 00 i int Systems - 10.10.10.10

Control Center ~ Test  Trafic ~ Managers  Help Home=> Device Under Test System Available &%

@ Device Under Test

Profile Name Global SCHPB

BreakingPoint Default Active | Scripts Time Event | Created By Script Name
DUT Monitoring | | Check Uptime On Start gfresnais Check Uptime
« On Start
_On Stop

_ Periodic
_ After Start

EditName H ‘mEm
Y

Generic v

Settings

Name | value

Host 10.10.10.10
Port 22

Login ID gfresnais
Local IP mgmt

Auto Create 8 T |
Test Script | Sawve Script

BreakingPoint

Powering Accelerated D
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Device Under Test Monitoring

o000 BreakingPoint Systems - 10.10.10.10
Control Center ~ Test  Trafic  Managers  Help Home> Device Under Test

System Available

Profile Name BPS Terminal

BreakingPoint Default [EANCAEEsIRE ript Name
ing: '10.10.10.10" f . .
DUT Monitoring Waming: Permanently added '10.10.10.10' (RSA) to the list of known hosts eck Uptime
gfresnals@10.10.10.10's password: On Start
BreakingPoint Systems, Inc.
N ¥ On Stop
ps> uptime
Current Time: 12:24:26 Up for 1 hour 40 minutes 12 seconds Periodic
bps> exit

After Start
Edit Name : :
Device Selection
Generic

(E rF

Name
Host
Port
Login ID
Local IP

LBreate j g
Save Script

Save DUT

BreakingPoint



Device Under Test Monitoring

eoco BreakingPoint Systems - 10.10.10.10 '
Control Center ~ Test  Trafic ~ Managers  Help Home> Device Under Test

@ Device Under Test

System Available

—~

oo e

BreakingPoint Default Active |Scripts Time Event | Created By Script Name
DUT Monitoring | | Check Uptime On Start gfresnais Check Uptime

+ On Start
_On Stop

_ Periodic
After Start

EditName :m ]
@]

Settings Text
fresnais@10\.10\.10\.10's password:
Name Value E— L @ s S
gfresnais\r
Host 10.10.10.10 —
bps>$
Port 22 — ]
uptimelr
Login ID gfresnais —

bps>$
Local IP mgmt — ]
exitir

rﬁuto Create r"' ﬁ I
Test Script Save Script
Save DUT

BreakingPoint
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Automation using
Drag and Drop GUI

BreakingPoint



..
GUI Automation: Run Multiple Layer 2-7 Tests

000 ingPoi -

Control Center ~ Test  Traffic ~ Managers  Help Home=> Test Series System Available £%

(®) Test Series

User Last Edited Max Returned Test Series Category

Everybody |v AnyTime v 50

Category
Any

Add Category

Test Series Associated Tests
BreakingPoint IPS Test - Attack Evasion IP Fragmentation L2 Test-40 Gbps
BreakingPoint IPS Test - Attack Evasion TCP Segmentation L3 Test-40 Gbps
BreakingPoint IPS Test- FTP Attack Evasion L4 Test-10 Gbps
BreakingPoint IPS Test- HTTP Attack Evasion L7 Test-10 Gbps
BreakingPoint IPS Test- RPC Attack Evasion Security Test
TestSeries -L2to L7

BreakingPoint
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..
Global Reporting of Layer 2-7 Test Series

M%

Control Center ~ Test  Trafic  Managers  Help Home=> Reports System Available £¥%

& Reporting

User Type Result LastRun Max Returned
Everybody [¥ Any Any [ AnyTime | v 50 |+
| Name | Test Type | Pass /Fail | Iteration | Duration User DUT Started At | Ended At
Q Security Test Test failed 1 0:00:28.036  gfresnais BreakingPoint Default  Jun 6, 2008 7:08:58 AN Jun 6, 2008 7:09:26 AMC
Q L7 Test-10 Gbps  Test passed 0:02:02.311  gfresnais BreakingPoint Default  Jun 6, 2008 6:55:27 AN Jun 6, 2008 6:57:30 AMC
O L4 Test-10 Gbps  Test passed 0:01:04.052 gfresnais BreakingPoint Default  Jun 6, 2008 6:43:12 AN Jun 6, 2008 6:44:16 AMC
Q L3 Test-40 Gbps Test passed 0:01:02.093  gfresnais BreakingPoint Default  Jun 6, 2008 6:28:52 AN Jun 6, 2008 6:29:54 AMC

1
1
1
Q L2 Test-40 Gbps  Test passed 1 0:01:02.054 gfresnais BreakingPoint Default  Jun 6, 2008 6:10:09 AN Jun 6, 2008 6:11:11 AMC

(Disable popup blocking to view

BreakingPoint

Powering Accelerated Development




Automation using
Script

BreakingPoint



Automation using Script

« Tcl Library Available for the Windows, UNIX, and MAC
— Define a Test
— Define DUT Profile
— Run Tests
— Generate Test Report

cos
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Reporting

oo
Powering Accelerated Development



]
Reporting Possibility

« BreakingPoint reports provide detailed information about
each test including the testing environment, the purpose
of the test, interface address information, and the results
of the test

« Test Report can be exported in PDF, HTML, RTF, XLS,
CSV and ZIP

« Test results can be e-mailed upon the completion of a
test. Results will be sent to the e-mail configured for the
user account. The format in which the test is sent
depends on the format that is selected for the Default
Report Format option.

BreakingPoint



Layer 2-3 Test Report: Latency

BreakingPoint Systems

@http://10.10.10.10/LiveRepon.htmI?host=12 1&testType=TEST&name=L3%20Test%2 ~ Q~ Coogle

| Navigate ” Test Results for L3 Test - 40 Gbps |

Settings
Global Scripts
Connection Settings
Connection Interfaces
Test Device
4 ] TestResults J‘"
4 | Test Results for Aggregate Stati
Component Description
4 ] Detail
|44 Ethernet Frames: L2
|44 Ethernet Frame Rates: L2
|44 Ethernet Data: L2
|44 Ethernet Data Rates: L2

|44 Ethernet Errors: L2 o
4 ] TestResults for L3 Interface 1 to

Component Description
Test Component Criteria
Settings
Traffic Appearance
Component Results

|44 Frame Latency

|44 Transmitted Frame Size

|44 Received Frame Size

|44 Traffic Overview

4 ] Detail

|44 Frame Counts
|44 Frame Rate
|44 Frame Data
|44 Frame Data Rate
|44 Frame Size

=  ~<»

>

5.2.6. Frame Latency

Frame Latency( frames x latency in milliseconds )
150,000,000

120,000,000

90,000,000

60,000,000

30,000,000

pa—— y ‘
0-10 ms 11-100 ms 101-1000 ms 1001-10000 over 10000 ms
latency latency latency ms latency latency
M t Value
0-10 ms latency 140577376
11-100 ms latency 0
101-1000 ms latency 0
1001-10000 ms latency 0
over 10000 ms latency 0

«»( E

BreakingPoint
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Layer 2-3 Test Report: Packet Size

® 00 BreakingPoint Systems
@http /10.10.10.10/LiveReport.html?host=12 1&testTyp EST&name=L3%20Test%, Q- Google

I Navigate I Test Results for L3 Test - 40 Gbps |

SHITE 5.2.7. Transmitted Frame Size
Global Scripts
Connection Settings Transmitted Frame Size( frames x size in bytes )
Connection Interfaces 150,000,000
Test Device
4 ] TestResults J” 120,000,000
4 ] Test Results for Aggregate Stati
Component Description
4 ] Detail
|44 Ethernet Frames: L2
|4 Ethernet Frame Rates: L2 60,000,000
|44 Ethernet Data: L2
|44 Ethernet Data Rates: L2 30,000,000
|44 Ethernet Errors: L2 "
4 ] TestResults for L3 Interface 1 to 5 ol
Component Description - “ L — 4 p |

Test Component Criteria Frames Frames Frames Frames Frames

Settings transmitted transmitted transmitted transmitted transmitted
from 64-127 from 128-255 from 256-511 from 512-1023 from 1024

Traffic Appearance bytes bytes bytes bytes bytes up

Component Results

o Frame Latency Measurement Value
[« Transmitted Frame Size Frames transmitted from 64-127 bytes
|4 Received Frame Size Frames t itted from 128-255 bytes
4 Traffic Overview Frames transmitted from 256-511 bytes
Frames transmitted from 512-1023 bytes
- '{j Detail Frames transmitted from 1024 bytes up
|44 Frame Counts
|44 Frame Rate
|« Frame Data
|44 Frame Data Rate

|44 Frame Size

— PEES (= D <>

90,000,000

=lololo

40577376

(=]

<« >l
«»( &

BreakingPoint
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Layer 2-3 Test Report: Drop/Corruption

eo0o

BreakingPoint Systems

Settings

Global Scripts

Connection Settings

Connection Interfaces
Test Device

4 ] TestResults I”

4 | TestResults for Aggregate Stati
Component Description
4 (] Detail
|44 Ethernet Frames: L2
|44 Ethernet Frame Rates: L2
|44 Ethernet Data: L2
|44 Ethernet Data Rates: L2

|44 Ethernet Errors: L2 "
4 ] TestResults for L3 Interface 1 to
Component Description
Test Component Criteria
Settings
Traffic Appearance
Component Results
|44 Frame Latency
|44 Transmitted Frame Size
|44 Received Frame Size
|44 Traffic Overview
4 | Detail
|«4 Frame Counts
|44 Frame Rate
|44 Frame Data
|44 Frame Data Rate .
|44 Frame Size

>
- 4

EAES

i

@ http://10.10.10.10/LiveReport.htm|?host=127.0.0.1&testType=TEST&name=L3%20Test%2 ~

5.2.9. Traffic Overview

70

56

42

28

14

)y ey —

Q- Google

| Navigate ” Test Results for L3 Test - 40 Gbps |

Traffic Overview( Frames )

1!

P — “ y ‘

Corrupte Frames Out-of- Frames Frames Frames Frames Dropped Slowstart

d frames not sequence received recelved received received frames frames

received received frames more that were with bad with bad recelved

on the received than not test- 1P uDP
correct once generate checksu checksu
port d m m
Measurement Value
Corrupted frames received 0
Frames not received on the correct port 0
Out-of-sequence frames received 0
Frames received more than once 0
Frames received that were not test-generated 0
Frames received with bad IP checksum 0
Frames received with bad UDP checksum 0
Dropped frames 0
Slow start frames received 64 >
"
v
D <>
— A

BreakingPoint
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Layer 4 Test Report: TCP Response Time

BreakingPoint Systems

lestuevice

4 ] TestResults
4 ] Test Results for Aggregate Static

4 | TestResults for L4 Statefull Traff

(44 TCP Setup Time

|44 TCP Response Time

{44 TCP Close Time

|44 TCP Session Duration

|44 TCP Summary

|44 Frame Latency

|44 Transmitted Frame Size

|44 Received Frame Size

|44 Component Summary
4 ] Detail

Component Description

4 '] Detail

[« Ethernet Frames: L2

|44 Ethernet Frame Rates: L2
(44 Ethernet Data: L2

[4 Ethernet Data Rates: L2 [T
|44 Ethernet Errors: L2
[+4 Concurrent Flows: L4
|44 Flow Rates: L4

Component Description
Test Component Criteria
Settings

Traffic Appearance
Component Results

L4 Component Concurrent F
{44 TCP Concurrent Connecti 4

LA TCP Connection Rate .7
T4

=

- 4

5.2.6. TCP Setup Time

TCP Setup Time( sessions x setup time in milliseconds )

@ http://10.10.10.10/LiveReport.html?host=127.0.0.1&testType=TEST&name=L4%20Test%2 ~

“ Test Results for L4 Test - 10 Gbps |

Q~ Google

8,000,000

6,400,000

4,800,000

3,200,000

1,600,000
2 — /

TCP setup TCP setup TCP setup TCP setup TCP setup
taking 0-10 ms taking 11-100 taking 101- taking 1001- taking greater
ms 1000 ms 10000 ms than 10000 ms

Value

TCP setup taking 0-10 ms

7588945

TCP setup taking 11-100 ms

0

TCP setup taking 101-1000 ms

TCP setup taking 1001-10000 ms

TCP setup taking greater than 10000 ms

0
0
0

F's
<

< >l

BreakingPoint
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Layer 7 Test Report: Mix Protocols

N a e

BreakingPoint Systems

~

| Navigate [+ -] ” Test Results for L7 Test - 10 Gbps |

\#4 EINernervara: Lz
|44 Ethernet Data Rates: L2
|44 Ethernet Errors: L2
|44 Concurrent Flows: L4
|44 Flow Rates: L4

4 ] TestResults for L7 Statefull Traff
Component Description
Test Component Criteria
Settings
Traffic Appearance
Component Results

{4 App Aggregate Flows
|44 App Bytes Transmitted
|44 App Bytes Received

ls4 App Summary \

|44 TCP Setup Time

|44 TCP Response Time

|44 TCP Close Time

{44 TCP Summary

|44 Frame Latency

{44 Transmitted Frame Size

|44 Received Frame Size

|44 Component Summary

4 | Detail

{44 Superflow Summary
[«4 App Concurrent Flows
{44 App Throughput: smtp
|44 App Throughput: aol
{44 App Throughput: rtp
{44 App Throughput: dns

[.4 Ann Thrauahnut: nostares ©

<4 »

App Aggregate Flows

fp, 1,102,664 dns, 1,715,841

httpadv, 512,848 dcerpc, 449,404

netbios, 987,224 20l, 736,001

ssh, 109,689
nfsd, 21,863

postgresqgl, 1,508,409
rtp, 123,667
rtsp, 275,568

smtp, 2,006,196

sip, 164,629 -

~smb, 803,983

There may be slices in this graph that are too small to be displayed.

Protocol Aggregate application flows
aol 736001
dcerpc 445404
dns 1715841
ftp 1102664
httpadv 512848
netbios 587224
nfsd 21863
| postgresql 1508409
rtp 123667
rtsp 275568
sip 164625
smb 803983
smtp 2006156
ssh 109689

«»(C

C

BreakingPoint
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Security Test Report: High Level

BreakingPoint Systems
@h(tp://10.10.10.10/LiveRepon.h(mI?host=127.0.0.1&testType= EST&name=Security%20Te ~ Q- Coogle

- | “ Test Results for Security Test I

GUIEED I ‘a 5.2.8.1. Strike Category Assessment
Security Test Module
Traffic Appearance Strike Category Assessment( Strikes )
4 | Device Under Test Profile -]»
Settings Exploits: SMTP Attacks r"
Global Scripts Strikes: All Strikes [ F— 2 g 0
Exploits: FTP Attacks F“
Connection Settings - Exploits: DS Attacks [} me
Connection Interfaces Exploits: PHP Attacks [ 5
Test Device @ Exploits: Cisco 10S Attacks F
= Exploits: All Attacks -“ L . -
4 | TestResults S
U o Exploits: Apache Attacks | S
4 (] TestResults for Aggregate Statis| g Exploits: NNTP Attacks [
Component Description e Exploits: ICMP Attacks | £
4 ] Detail < Exploits: Webserver Attacks -—w
) Exploits: IMAP Attacks | £
lud Ethemet Frames: L2 Exploits: POP3 Attacks F &
L4 Ethernet Frame Rates: L2 Exploits: Microsoft 115 Attacks [} meEEG_—_—_———
|4 Ethernet Data: L2 Exploits: DNS Attacks p
[4 Ethernet Data Rates: L2 Exploits: RTSP Attacks |
ls4 Ethernet Errors: L2 0 32 64 96 128 160
“ {j Test Results for Security Test MG Strikes Blocked Strikes Passed = Strikes Errored |
Component Description
VERIERT T N e Strike Category Strikes Blocked Strikes Passed Strikes Errored
Settings Exploits: SMTP Attacks 0 5 0
Traffic Appearance Strikes: All Strikes 0 150 0
Component Results g"fz: gg :g:cd: g ig g
0ITS:
Sl Exploits: PHP Attacks 0 7 0 |
Lo Strike Results Exploits: Cisco 105 Attacks 0 2 0 |
4 <] Detail Exploits: All Attacks 0 150 0
|4 Strike Category Assessme | Exploits: Apache Attacks 0 11 0
Strike G s Exploits: NNTP Attacks 0 3 0
Faoient ve Exploits: ICMP Attacks 0 3 0 ’
|44 Strike Detection Assessm Exploits: Webserver Attacks 0 31 0
b4 Evnlaite: TMAD Attarl n 2 n b 4
=) <> Jai»
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Security Test Report: Details

® 00

BreakingPoint Systems

@ http://10.10.10.10/LiveReport.htmI?host=127.0.0.1&testType=TEST&name=Security%20Te

Q~ Google

I Navigate ” Test Results for Security Test Export |
Aggregate Statistics -
Security Test Module
v Strike Failure Strike Tuples Strike Reference m
Traffic Appearance Result Stage
4 | Device Under Test Profile o CVE-2003-0245
. . o BID-7723
Settings Allowed o TCP1.1.134.105:5734->1.2.18.64:80 e e
Global Scripts o CVSS-AV:R/AC:L/Au:NR/C:N/I:N/A:C/B:N
Connection Settings o CVE-2003-0245
M . . e BID-7723
ST e R Allowed o TCP 1.1.94.89:33443->1.2.223.46:80 R et
Test Device o CVSS-AV:R/AC:L/Au:NRI/C:N/I:N/A:C/B:N
e CVE-2006-0150
4 ] TestResults Allowed o TCP 1.1.176.11:14968->1.2.4.149:80 o BID-16177
4 ] Test Results for Aggregate Statig| o OSVDB-22301
Component Description . w
4 ] Detail Allowed o TCP11166239:23116->12.168.16:80 | & B398
.4 Ethernet Frames: L2 o CVSS-AV:R/AC:L/Au:NRIC:P/I:P/A:C/B:N
CVE-2002-0392
[.4 Ethernet Frame Rates: L2 2 s
E Ethernet Data: L2 Allowed e TCP1.1.46.125:45124->1.2.20.216:80 e OSVDB-838
4 Ethemet Data Rates: L2 o CVSS-AV:R/AC:L/Au:NRIC:P/I:P/A:C/B:N
SRl e CVE-2002-0392
“ : Allowed o TCP 1.1.36.239:22881->1.2.105.70:80 S -suss
4 | Test Results for Security Test M| e OSVDB-838
o CVSS-AV:R/AC:L/Au:NRIC:P/I:P/A:C/B:N
Component Description Ve SO0
Test Component Criteria Allowed o TCP1.1.218.7:2657->1.2.123.80:80 ¢ BID-5033
Settings e OSVDB-838
i A o CVSS-AV:R/AC:L/Au:NRIC:P/I:P/A:C/B:N
ramc earance - =
PP Allowed o TCP1.1.19221:13146->12.191.235:80 | ¢ CVE-2007-0774
Component Results e BID-22791
Strike Detail e
4 Stike Results Allowed o TCP 1.1.144.42:56838->1.2.72.125:80 3 et
4 ] Detall . ngss-z:o\;:F:)As(::LIAu:NRIC:PII:PIA:PIB:N
o CVE-2002-
Strike Category Assessmg BID-4335
“ gory Allowed o TCP 1.1.146.42:22473->1.2.177.92:80 O il
lad Strike Counts 'Y . Sﬂmﬁm L/AU:NR/C:P/I:P/A:P/B:N )
A . H H {'H HlH H A A
|44 Strike Detection Assessm: £ o CVE2002.0881 .
_ S— ’ _ D ST _ :
& —y < » | - J ol VA
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Hardware Platform
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Hardware Platform

Ethernet

switch fabric
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S
BreakingPoint BPS 1K: Gigabit Test Solution

- - - - - ol""..)0 -- oo - o * ®
= DUAL MEDIA TEST INTERFACES BRE&KING —— TARGET CONTROL PORTS == ———BPS MANAGENENT=——— POWER STATUS RESET

« Hardware Information
— 4x Gigabit Ports Copper / 4x Gigabit Port SFP
— 1x Controller with Management Port and DUT Monitoring Port

cos
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]
BreakingPoint BPS 10K: 10 Gigabit Test Solution

BREAKING

« Hardware Information
— 4x 10 Gigabit Ports XFP SR or LR
— 1x Controller with Management Port and DUT Monitoring Port

oo
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S
BreakingPoint Elite: 8x 10 Gigabit Ports

« Hardware Information
— 2x Blades of 4x 10 Gigabit Ports XFP
— 1x Controller with Management Port and DUT Monitoring Port

con
BreakingPoint
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BreakingPoint Systems Hardware Test Possibility

BreakingPoint

BreakingPoint

BreakingPoint

BPS 1K BPS 10K Elite
Nb of Interface 4x 1 Gigabit 4x 10 Gigabit 8x 10 Gigabit
Type of Interface 4 Copper / 4 Fiber 4x XFP 8x XFP
L2 Test Yes Yes Yes
L3 Test Yes Yes Yes
L4 Test Yes Yes Yes
L7 Test Yes Yes Yes
Nb of L7 Protocols 70+ Protocols 70+ Protocols 70+ Protocols
Security Test Yes Yes Yes
Nb of Attacks 3,700+ 3,700+ 3,700+
Fuzzing Test Yes Yes Yes
Recreate PCAP Yes Yes Yes

BreakingPoint
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BreakingPoint Systems Hardware Performance

BreakingPoint

BreakingPoint

BreakingPoint

BPS 1K BPS 10K Elite
L2/L3 Packet/Sec 6 Millions 60 Millions 120 Millions
L2/L3 Bandwidth 4 Gbps (64 Bytes) | 40 Gbps (64 Bytes) | 80 Gbps (64 Bytes)
L4/L7 TCP/SEC 500,000 750,000 1,5 Millions
L4/L7 TCP OPEN 5 Millions 7.5 Millions 15 Millions
L4/L7 Bandwidth 4 Gbps 10 Gbps 20 Gbps

BreakingPoint




Software Update
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]
Software Updates

000 BreakingPoint Systems - 10.10.10.10
e — - .
Control Center ~ Test  Trafic  Managers  Help Home> Administration System Available £

@ Administration

System Information System Functions

Label Value

' Factory Revert | Soft Reboot | Free System

BreakingPoint Systems Type 10K [
BreakingPoint Systems Version 1.2 Previous Revert ’ Reatal l
Product Build 27688
Strike Build 27688

IP Address 10.10.10.10 = T
Previous Product Build 27285 Time ___ Time Zone

. . . 12 122 Factory

Previous Strike Build 27272

Currently logged in as gfresnais e
6 Jun 2008

System Date and Time

\

System Users Routes ERCINVLECEN]  System Logs | My Preferences

System Updates

V| Automatically notify and download software updates @ ID and Password must be entered to enable automatic updates.

check every | 24 hours Apply

max 168 StrikeCenter Account Information

ID
StrikePack Updates gfresnais
V| Automatically notify and download StrikePacks

Password

check every | 24 hours Apply seevrenn|

max 168

BreakingPoint
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Summary of
BreakingPoint Systems
Testing Products

BreakingPoint



Summary of Test Possibilities

L2/L7 Malicious Traffic
CVE-ID, OSVDB, BugTraq

L2/L7 Legitimate
Traffic

Monitoring
SNMP,SSH,TELNET

L2/L7 Fuzzing Traffic

Server

Client Simulation

Simulation

&
&5

L4/L7 Stateful

Application Traffic  BreakingPoint Systems
L2/L7 Test Equipment

One Click Sofware Update

New Protocols
+

New Attacks

BreakmgPomt
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T
BreakingPoint Service & Support

 New Application Protocols Each Month
« Security Updates from the Industry’s Top Security Researchers
* Product Releases, Enhancement Requests, and Exclusive Downloads

« Convenient Technical Support Options
« Technical Training, Test Plan Assessments, and Onsite Visits

 Education

— Online Tutorials: Screencast tutorials demonstrate how BreakingPoint products can be
used to accelerate time to test.

— Test Methodologies: BreakingPoint test methodologies are provided in both video and
text formats, and integrated into the product.

— Custom Training: Onsite, hands-on training helps your staff understand how to apply
advanced testing techniques in your specific environment without endless classroom
training and certifications

For more information contact Gregory Fresnais: gfresnais@bpointsys.com

BreakingPoint



Thank You

www.breakingpoint.com

con
BreakingPoint
Powe ing Accelerated Developrment



